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Application Requirements
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Categories of Applications

Nowadays Communication Application mainly focuses on Marketing,
Operations, Supplies, and Construction.

‘ Marketing |

> electricity information
collection

» load control
» mobile payment (POS)
» payment terminal

-
(_[ Construction }

> infrastructure management

» engineering command and
scene video

> site information transmission

_ and design data transmission

Operations
> distribution equipment and line microweather
monitoring
» network repair command
> automatic monitoring of power supply voltage
» mobile operation, maintenance patrol, mobile video

» complete life cycle management of network equipment

Supplies

» mobile application of material storage and on-site
operation

» warehouse management and material allocation
» mobile service vehicle

» provincial vehicle management

» on-board GPS
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» Distributed power monitoring and metering: at present, there are 6177 new energy and distributed power sources in 35kV, and
wireless communication occupies 61.8% ;
» Electric vehicle charging pile and car network: the current charging pile is 4.94 million, the wireless communication ratio is 93.2%, ;
» Mobile operation and repair: solve the demand for mobile operation of the power grid, and the number of the terminals is 40,000,
and the 13th five-year plan is expected to increase by 60,000 ;
» Network monitoring and Internet of things: the current number of terminals is 910,000;
» Internal vehicle management: to meet the company's vehicle deployment management, and the number of terminals is 28,000,
L and it is expected to increase 40,000 units during the 13th five-year plan period. )
. ] Electricity Information e | e Other 777777
Scheduling automation Acquisition System | EV Networking Platform ‘ — Lot
SVStem (CIty contro' center) (Provincial deployment) 77777777777777777777777777777777777777777777777777 speCIaI Ilne L777P7?779@§777
IVPN/power special line
o= | T provincial
oo . - o : company
T ) Distribution automation system / distributed power monitoring system Service ! : ! Data
5'-. 7 (City control center) Layer Front machine \ flow
o> T T T i T T T T T T T T ey
= (JW> rc”m”xw“ N / I \
O ity Backbone . .
3 o . 'Etfgrbj Wireless Virtual “
-ow / Private Network
_ Convergence
O > Business convergence layer 1 77777777777777777777777777777777777777777777777777777777777777777777
s a (substation) ayer | ! ] e\ 1 ! . 1
> — % % — _f - |Charging|  Video || | Charging| | ] Charging
wng | | 4 | pile |Surveillance piles piles |
'CCJ o i/*‘ S Wireless Virtual . Centralized | Charging Pile | Charging Pile |
Ehs Vi G  Charging Station || " seTe i TR
o a 2
/ Access
-/ L/ N\ _layer Wireless Access Architecture of Electric
35/10kV Integrated | | 35/10kV Integrated 35/10kV 380/220V Vehicle Charglng Station (P|Ie) Service

Access Devices Access Devices Metering Devices Metering Devices




t-.'?a Eﬁ%ﬂ

STATE GRID

o & BN R FE R

CHINA ELECTRIC POWER RESEARCH INSTITUTE

""""""

Future Applications
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Enterprise management Industrial production Social services

T T T T ey

/By installing software on the mobile !

terminal, the data and voice
' communication can be realized to
meet the internal work and
communicatinn  needc l,nf the

__________________________

' Through mobile phone, PAD
' and other terminal security,
! convenient access, realize

- e

———— -

offic;e wireless and mqbile, i Mobile offlce (OA) Enterprise WeChat
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Access the BEauCEs o
company's ! e e Smart utilization and
electronic mall k- Network demand response.
platform ' SGCC electronic mau i e 3 R TN
through mobile ~~7727 Connection Through the wireless network

I
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' communication technology,
! the various subsystems
:
|

terminal to gl \_)\_/—/

._serve the public ,

related to household electrical
life are organically combined
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:’ The distributed energy storage \‘, \‘“"“‘::::::::::::::::::’/
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To conduct real-time operation
and monitoring, service charge

warehousing
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' and cross-district settlement of Electric vehicle Mobile warehousing and registered, inquiring
' electric  vehicle  charging V2G material management : and warehousing
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Application Evolution

______________________

" The continuous and

orderly migration of the
business system to the
cloud platform will
become a standardized

. architecture

S U U U

-

Basic resource
services

Base support

=
-
-
-

Terminal service
cloud

Business
applications

Energy vehicle-
terminal mounted system
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How to Connect them?
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Widespread Connections
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What’s the Problems?
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Problems:

Diversity
Economic
Security
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Power System of System of System of System of
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IP -~ . Private network
Ca rrying VPN tuni el  Public network VPN tunnel VPND
Network

The unified network, the
exclusive border gateway

Private IP, isolated from
the Internet
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I
! Public Operator Network Domain | Network Boundary Domain Intranet domain
e >t
I Dedicated Transmission Channel /\I Transaction
Encrypted Transmission Channel Svet
] yetem

|

: Access

| Router
MPLS-VPN

Y

—— - Information
\/iljel\/ L~ Intranet
Special _ .
e Buse Exclusive ' Line Firewall Secur.e Access Equlpment
Station  Unified Boundary IP Hosting (Encryption/Authentication/Data
Gateway Network Exchange)

The new architecture of power wireless virtual private network consists of operator
network domain, network boundary domain and power information network domain. By
adopting the mode of provincial-level centralized convergence and border gateway
unified export, the access network still takes the provincial company as the independent

network unit for respective access.
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|
| Public Operator Network Domain | Network Boundary Domain
:4 -
|

Dedicated Transmission Channel

[\

Encrypted Transmission Channel

card industrial
grade

section
Vs

SIM card,
ordinary phon
number

Power APN

Station

Customized
Industrial
SIM card

Dedicated SIM

customization,
special number

Ordinary USIM /

Independent
core network
elements, dual-
machine,

Vs

Used in
conjunction with
other user
network

e

)

\elements

|
|
|
MPLS-VPN |

Tunnel

IP Hosting
Network

Exclusive use

/

\Eheing attacked by

\[I

Line

private IP / exclusive
tunnels, and physical
isolation from the
public network

Vs

Public network IP,
have the risk of

e Internet

IP private network, \

Access IDS
Router
B )
Special
Firewall

Private network

/

Power line access,
access control,
network intrusion
detection, channel
encryption
transmission,
terminal legitimacy
certification, data
isolation and other
ecurity measures

Exchange)

Special line

Production
control area,
management
information
area,

Firewall,
Positive and
negative

isolation device

\l

Y

/

Special area

15



» EFER
oh B 8 ) Bl S B TR

CHINA ELECTRIC POWER RESEARCH INSTITUTE

& Suh G Laboratory Wireless Coverage

and Testing System

In the laboratory , we deploy indoor wireless coverage system, use multipath MIMO
antenna channel, and adjust RRU transmitted power by precision stepper attenuator. Signal
features can be visual analyzed by signal analyzer and portable frequency spectrometer.

Vodio , Asset tags , Meters , Online Monitoring ./
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epWVPN’s Advantages :

Ubiquitous
Seamless Coverage
Strong

Unified

Secure

Economical
Maintenance-free
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epWVPN’s Shotcommings :

QoS Guarantee—

Latency

Bandwidth
Reliablity
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Solution :
Wireless Vittiial Private Network
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Thank you for Attention!



